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It may be summer in the part of the world where our Patch Tuesday
team resides, but hackers don’t take vacations, the patches keep
coming, and we’re in the trenches with the lowdown on patch
priorities. In particular, you’ll want to address a couple exploited zero
days making the most of not only software bugs but also those pesky
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Microsoft admin privileges we’re always going on about. And as you get your
UserTargeted [ | | 1 7 1 2 5 1 4 patch updates well underway, make sure to read Microsoft’s advisory
. Bulletins Critical Important User Targeted .
\ on the new L1TF Meltdown and Spectre variant to keep ahead of
possible attacks on that front.
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P4\ Adobe APSB18-25 Remote Code "
Flash Player 5 Execution Critical 1 -] @
APSB18-29 Remote Code -
Reader and Acrobat 2 Execution Critical 1 -] @
BE \icrosoft
[ MS18-08-2K8 Remote Code .
Server 2008 10 Execution Critical 1 -] @
MS18-08-AFP Remote Code .
Flash Player o Execution Critical 1 -] @
MS18-08-EX
Remote Code .
Exchange Server 2 ) Critical 1 - (: )
2010, 2013, 2016 Execution
MS18-08-IE Publicly Disclosed
Remote Code - o
Internet Explorer 11 ; Critical 1 and Exploited:
9.10, 1p1 Execution - CVE-2018-8373 @
MS18-08-MR7 Publicly Disclosed
Windows 7, Server 25 ReETé);eﬂ(i;(;]de Critical 1 - and Exploited: @ @
2008 R2 and IE CVE-2018-8373
MS18-08-MR8 Remote Cod Publicly Disclosed
RUH emote Lode it and Exploited:
Server 2012 and IE 21 Execution Critical 1 - CVE-2018-8373 @
MS18-08-MR81 Publicly Disclosed
Windows 8.1, Server 23 ReErggéleﬂi)c;]de Critical 1 - and Exploited: @
2012 R2 and IE CVE-2018-8373
MS18-08-MRNET Information
NET 2.0-4.7.2 1 Disclosure A 2 -:D
MS18-08-0FF
Excel 2010-2016, Office
. Remote Code
2010-2016, Outiook 6 D i Important 2 BN T] ) @
2010-2016, Powerpoint
2010, Web Apps
MS18-08-0365
Remote Code
Excel 2016, Outlook 4 ) Important 2 - | ( : )
2016, Office 2016 R
MS18-08-S07
- Remote Code -
Windows 7 and 14 Execution Critical 1 -] @ @
Server 2008 R2
MS18-08-S08 Remote Code -
Server 2012 10 Execution e 1 -] @ @
MS18-08-S081
) Remote Code -
Windows 8.1 and 12 Execution Critical 1 -] @ @
Server 2012 R2
MS18-08-SONET Information
NET 2.0-4.7.2 1 Disclosure Lleclat 2 ]
MS18-08-SPT .
h Information
Sharepoint Server 1 Disclosure Important 2 -]] @
2013, 2016
MS18-08-SQL Remote Code -
SQL Server 2016, 2017 1 Execution Etel 1 N
MS18-08-W10 Publicly Disclosed
it Remote Code . and Exploited:
wnoows 0,Serer | 44| "GERE o | 1| [l | ccoesnas | ©
2016, IE 11, and Edge CVE-2018-8414
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For additional analysis and insight visit: ivanti.com/patch-tuesday




